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AVS/CSC - EFFECTIVE CNP FRAUD PREVENTION

AVS/CSC - Effective CNP Fraud
Prevention

Card-not-present (CNP) merchants are liable for chargebacks when the cardholder denies
taking part in the transaction. It is not always possible to confirm a cardholder's identity in the
CNP environment, as checks such as PIN or signature are not available, so merchants should
limit their exposure by performing other checks available within the authorisation process.

The banking industry has developed Address Verification Service (AVS) and Card Security Code
(CSC) to help minimise CNP fraud. Unlike a PIN or signature, neither AVS nor CSC is a full
confirmation of the cardholder's identity. However, when used together they allow merchants
to decide whether to proceed with a transaction, so giving a cost-effective fraud prevention
tool. Using AVS/CSC to check the cardholder's statement address and card security details is
helping many merchants reduce their CNP fraud and chargebacks.

Address Verification Service (AVS)

AVS enables merchants to check the address numerics held by the card issuer for a cardholder.
The numerics (house number and postcode) from the address are extracted by the merchant
and sent in the transaction authorisation request to the card issuer. The response from the card
issuer can be a full match, a mismatch or a partial match (where perhaps the house number is
correct but the postcode is wrong). This extra information about the details supplied by the
customer enables a better assessment of the risk associated with the transaction.

Card Security Code (CSC)

CSC uses additional digits printed on the card to confirm that the card number provided is a
genuine one. The merchant should request this number from the cardholder and include it in
the transaction authorisation request to the card issuer. As with AVS, the response from the
card issuer will indicate if the value provided for the CSC is the correct one and so provide
information about the likely risk of the transaction. Under card scheme rules merchants are
not permitted to store the CSC in any form.

Card Security Code - Card Security Code -
MasterCard, Visa, Switch/Maestro American Express
and Diners Club
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Entering AVS/CSC information into your terminal

Cardholder's statement address

15 The Street
Any Town
Any Country
WR19 3NS

Card Security Code  Postcode  House number

Card Security Code

MasterCard, Visa or
Switch/Maestro 531

7555

American Express

Details to be entered into your terminal

MasterCard, Visa or
Switch/Maestro

American Express

Other Scenarios

Card Security Code

Postcode

House number

Example 1 Example 2 Example 3 Example 4

Cardholder's Flat 1a Flat A Flat 1a The Cottage
address 15 The Street 15 The Street 2020 The Street  Any Town
Any Town Any Town Any Town Any Country
Any Country Any Country Any Country WR19 3NS
WR19 3NS WR19 3NS WR19 3NS
Card Security Code 531 or 7555 531 or 7555 531 or 7555 531 or 7555
Postcode numerics 193 193 193 193
Address numerics 115 15 12020 =
Details to enter 531193115 53119315 53119312020 531193
on terminal or or or or
7555193115 755519315 755519312020 7555193

Merchants should refer to the operating instructions provided by their acquirer
for further information




AVS/CSC - EFFECTIVE CNP FRAUD PREVENTION

AVS/CSC Response Codes

The following table indicates the main response codes, which are displayed on the terminal
after being checked by the card issuer. Merchants may find this information useful but should
ultimately refer to their operating instructions provided by the acquirer. Regardless of what
response code is returned, the merchant must make the ultimate decision as to whether to
proceed. A confirmed AVS/CSC match DOES NOT guarantee payment.

Data matched

CSC match only

AVS match only

Data not matched

Data not checked

CSC and AVS details
both match.

CSC matches, but
one or both elements
of the address

do not match.

AVS matches but
CSC does not match.

The CSC and one or
both elements of the
AVS do not match.

The CSC and AVS
details cannot be
checked.

Suggested action

Merchants may wish to proceed with the sale in
the vast majority of these cases, unless there are
suspicions around the delivery address or other
details provided. The risks are greater if delivering
to another address, other than the one verified.

There is a possibility that the transaction
is fraudulent.

The details could have been incorrectly provided
by the cardholder, or incorrectly input.

The cardholder details may not have been
updated by the card issuer.

Merchants should try to verify the address
details with the cardholder before deciding
whether to proceed.

There is a possibility that the transaction
is fraudulent.

The cardholder may have incorrectly provided
the CSC.

Merchants should attempt to clarify the CSC
with the cardholder before proceeding with
the purchase.

Beware of repeated attempts by the cardholder to
guess the Card Security Code

There is a possibility that the transaction
is fraudulent.

The details could have been incorrectly provided
by the cardholder or entered by staff.

We recommend you don't proceed unless further
checks are made to verify the cardholder and the
delivery address provided.

This may be because the card issuer is not
supporting either the AVS or CSC service or the
system for checking is currently down.

More checks should be made to verify the
cardholder and address before proceeding.

IMPORTANT - authorisation, with or without confirmation of AVS/CSC
information does not guarantee payment. If fraud subsequently occurs
the merchant is liable for the chargeback.
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How effective is AVS/CSC against CNP Fraud?

AVS/CSC is not a full identification of the cardholder, but it does present a significant barrier to
the most common CNP frauds. The CSC prevents attacks using the large scale generation of
card numbers. It is also effective against more opportunistic attacks where the fraudster has
obtained card number details but does not have the actual card in his possession.

Because AVS provides better information relating to the cardholders billing address, merchants
can be alerted to situations where a different or incorrect delivery address is provided.
Merchants can help themselves to minimise fraud, by not delivering to an address which has
not been checked by AVS.

Merchants implementing AVS/CSC have seen reductions in fraud losses of up to 70%. A real
example of the benefits can be seen from the experience of merchant A, who implemented
AVS/CSC in July 2003 and saw an immediate reduction in fraud losses

Fraud losses, merchant A

£
80,000

60,000
40,000

20,000

Nov 03 Jan 04 Mar 04 May 04

Can AVS/CSC help against organised fraud attacks?

Large scale organised fraud attacks are a particular problem for CNP merchants, with the
consequent losses sometimes having a significant impact on the merchant's business. Typically
these organised attacks involve the generation of many card numbers, which are then used to
attempt to purchase goods from a merchant. While not all such generated numbers will
correspond to active cards, enough will allow a significant number of transactions to be
completed. The CSC is a cryptographic code which cannot be produced by account number
generation systems, and so is highly effective against organised attacks.

Merchant B is an example of a merchant which suffered an organised fraud attack, resulting in
large losses, but was able to bring these losses under control by implementing AVS/CSC.

Fraud losses, merchant B

£
500,000

400,000
300,000
200,000

100,000

0

Jul 03 Sep 03 Nov 03 Jan 04
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Should | use AVS/CSC on all transactions?

Fraudsters continually test merchant systems for weaknesses and will quickly spot loopholes
from inconsistent application of fraud tools. An extreme example is the experience of
merchant C, who had implemented AVS/CSC and reduced his losses but then removed it.
After a sharp rise in losses, AVS/CSC was switched back on and the rise reversed.

Fraud losses, merchant C

£
800,000

600,000
400,000

200,000

0

Nov 03 Jan 04 Mar 04

Will AVS/CSC solve all my problems?

AVS/CSC provides an effective fraud prevention tool, but should be used in conjunction with
other tools for maximum effect.

For internet merchants, the banking industry provides Verified by Visa and MasterCard
SecureCode, which can give both a confirmation of the cardholder's identity and protection
from chargebacks for certain transactions.

Commercial solutions are also available to help to identify high-risk transactions before an
order is processed.

Your acquiring bank can discuss the correct combination of these tools for your business.

Will customers see AVS/CSC as a barrier to transactions?

AVS uses data which is typically already collected from customers, and so has no impact on the
customer experience. CSC, however, requires the customer to supply extra data in the form of a
three- or four-digit code and some merchants have expressed concern that this could lead to
customers abandoning transactions. However, studies on merchants who have adopted AVS/CSC
show no changes in overall transaction volumes after the implementation, and also no change
in the proportion of transactions conducted on cards as opposed to other forms of payment.
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Will | lose transactions due to mismatches of AVS/CSC data?

Clearly, incorrect AVS and/or CSC data raises the likelihood of a card issuer declining an
authorisation request, as a mismatch in the response indicates that the transaction is more
risky. Conversely, correct AVS and CSC data decreases the likelihood of a decline because the
issuer has more information to suggest that it is the correct cardholder. A large-scale study in
the UK shows that use of AVS/CSC marginally decreases the overall decline rate.

A leading UK internet gaming merchant was able to provide this insight into using the service:

“The decision to implement AVS/CSC was taken after looking carefully at the market
place. It was felt that consumers had come to a level where they understood and
accepted the process, and that the benefits of using the service were deemed to
outweigh the potential issues.

We have now been running this process for three months, and in this time the general
consensus from the business has been positive. We have seen a reduction in the number
of attempts to use the site to verify card validity for potentially fraudulent purposes, and
as far as the impact on the customer is concerned, on average only 0.2% of users are not
passing the system. It is strongly believed that of the 0.2% that are not passing, the
majority of these are most likely fraudulent. In terms of ‘good’ customers, again the
system has shown reasonable customer friendliness, with only 1.5% having to re-enter
their information, as they had input incorrectly the first time. The benefit of the system
has also been demonstrated in a reduction of our authorisation calls, and the overall
number of banks actively providing a CSC response, in our experience, seems to be
around the 92% mark.

Overall the introduction of CSC and AVS by the company, together with other internal
initiatives, has been positive and can be seen to have contributed to a decline in the
number of fraudulent transactions”.

Are there any costs in operating AVS/CSC?

The analysis of the authorisation response required for AVS/CSC operation can be easily
automated or integrated with existing risk management systems, so there should be relatively
low operational costs, if any. Furthermore, the increased confidence from a correct AVS/CSC
response can obviate other transaction checking work. As an example, one merchant selling
high value electronic goods was able to halve the work they put into analysing suspicious
transactions after implementing AVS/CSC.
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